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Executive Summary

European government officials and public figures have promoted a variety of proposals
for gaining “technological sovereignty” in response to the media reports that began
emerging in June 2013 on foreign surveillance. Our research identified proposals from
over a dozen countries in Europe that range from the construction of new undersea
cables to stronger data protection rules made by top decision-makers and other public
figures. The current German government’s coalition agreement, for example, explicitly
states that it will “take efforts to regain technological sovereignty.” Some of these
statements and proposals qualify as simple posturing to address political pressure.
Others have been more seriously debated publicly.

This report finds that many of the proposals do not effectively protect against foreign
surveillance. Moreover, some of them, especially technical proposals forcing localized
data storage or routing, are likely to negatively affect a free and open Internet. Other
proposals attempt to use the political window of opportunity to redirect limited
resources and funding for political purposes, leading to suboptimal investments and
policy outcomes. The specific impact often depends on how a proposal is implemented.
That’s why Europe needs to focus more on its responsibility to ensure globally an open,
free, and secure Internet. Actively promoting proposals for greater control within
Europe will limit Europe’s ability to present itself as a global advocate of a free and
open Internet. Without greater nuance, other governments could use the proposals to
justify their own actions, including those that do not protect, but violate, human rights.

Many technological sovereignty proposals were advanced with the goal of securing
data and privacy. The majority of proposals focus on the physical location of data as
asecurity mechanism. But data privacy and security depend primarily not on where
datais physically stored or sent, but on how it is stored and transmitted. Moreover, the
debate thus far has focused narrowly on the transatlantic dimension, but the problem
of data privacy and security is much bigger. The proposals most likely to protect against
any foreign surveillance focus on the use of encryption tools. These deserve greater
attention from policymakers. The debate on the use of encryption tools includes
discussing the local government’s ability to conduct domestic law enforcement efforts,
which has been the subject of an emerging and important debate in the United States
and the United Kingdom.?

The goal of this report is to provide a more nuanced, technically informed analysis

of these proposals, in the hope that it will lead to a more productive discussion. The
main contribution of this paper is a systematic mapping and impact assessment of
existing proposals, using the Organisation for Economic Cooperation and Development
(OECD) Principles for Internet Policy-Making and a traffic-light system to visualize
the proposals’ impact. The mapping and impact assessment provide a more detailed
analysis of technical proposals that could have long-lasting effects on the architecture
of the Internet. This assessment can serve as a toolbox for policymakers, so that they
can better assess the nature, feasibility, and viability of the proposals. Europe has a
responsibility to lead by example in ensuring an open, free, and secure Internet. This
report strives to advance this goal.
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Introduction

In the months following the 2013 reports revealing surveillance by foreign
governments, European government officials and public figures have promoted a
variety of measures for gaining “technological sovereignty.” The current German
government’s coalition agreement, for example, explicitly states that it will “take
efforts to regain technological sovereignty.” * The term remains vague and undefined.
In this report, it is used in the same way as policymakers have used it: an umbrella term
for a spectrum of different technical and non-technical proposals, ranging from the
construction of new undersea cables to stronger data protection rules. Many of them
are not new but have developed greater political traction over the past year.

After scrutinizing the proposals, this report finds that many of them do not
significantly enhance protection against foreign surveillance from any country. For
example, new undersea cables are expensive but can be tapped as easily as existing
cables.* Moreover, some of the proposals are likely to negatively affect a free and open
Internet. For instance, nationalized or bordered routing directly opposes the original
construction of the Internet, which was designed to allow data to flow by way of the
most efficient route at that particular moment. Other proposals attempt to use the
political window of opportunity to redirect limited resources and funding for political
purposes, leading to suboptimal investments and policy outcomes. In short, many
proposals will not effectively protect against foreign surveillance, and they distract
from more promising ideas like the broader use and enhanced quality of encryption. A
full impact assessment of selected proposals is outlined in this study.

The German government has been most vocal in Europe about its intentions to
safeguard technological sovereignty. In its recently adopted Digital Agenda, Germany
calls for the preservation and expansion of “Germany’s autonomy and authority over
information and telecommunication technology.”® Calls for technological sovereignty
resonate strongly with German telecommunications companies and hardware
manufacturers, which would be tasked with implementing national routing, e-mail,
or hardware solutions. Similar pan-European suggestions include a “European” or

a “Schengen” cloud that requires all data for citizens of the European Union (EU) or
Schengen area to be stored and processed inside the respective geographical area and
to be subject to local data protection laws.¢

25

Our research identified additional proposals from over a dozen countries in Europe.
For example, in February 2014, French President Francois Hollande and German
Chancellor Angela Merkel discussed a “European communication network,” in which
data would be routed through European servers as much as possible. The EU is also
promoting alternatives to United States-based communication infrastructure. In
February 2014, EU President Herman Van Rompuy and Brazilian President Dilma
Rousseff agreed to lay a new undersea cable between Europe and Brazil, circumventing
the US.” Similarly, Finnish Minister of Education, Science and Communication Krista
Kiuru called for a new cable between Finland and Germany that circumvents Sweden,
whose national intelligence agency, the National Defence Radio Establishment, has
conducted bulk collection of data and provided access to Baltic undersea cables to other
intelligence agencies.®
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Research on the implications of these technological sovereignty proposals remains
nascent. A growing body of literature examines the growth of “data localization”
policies, meaning the “laws and guidelines which limit the storage, movement, and/
or processing of digital data to specific geographies, jurisdictions, and companies.”
Such proposals were the focus of attention in early 2014, because they were part of
Brazil’s debate over its Internet Bill of Rights, “Marco Civil da Internet.” The term
“technological sovereignty” remains vague. As it is used by European policymakers,
it resembles terms like “data sovereignty,” which has been defined as “a spectrum of
approaches adopted by different states to control data generated in or passing through
national [I|nternet.” It is a subset of “cyber sovereignty,” which is “the subjugation of
the cyber domain to local jurisdiction.”*

The main contribution of this paper is a comprehensive, systematic mapping and
impact assessment of existing technological sovereignty proposals.' It builds upon
existing literature,'? but our approach differs by distinguishing between types of
proposals, technical or non-technical, and by considering whether they achieve

their purported goal of protecting against foreign surveillance. This paper goes
beyond analyses focused solely on data localization requirements' by providing

a comprehensive overview of the proposals that have been advanced under the
umbrella of technological sovereignty. We use the term “technological sovereignty”

as an umbrella term for the wide assortment of European proposals, ranging from
technical ones, such as new undersea cables, encryption, and localized storage, to non-
technical ones, such as local industry support, international codes of conduct, and data
protection laws.

As Harvard professor Joseph Nye has pointed out, Internet fragmentation is already
areality. The question is: What type of fragmentation undermines a free and open
Internet, and how can further fragmentation of this kind be averted?'* Accordingly,
this study focuses on the effect of technical proposals on the open architecture of
the Internet. The second chapter presents an analytical framework for classifying
technical and non-technical proposals, which is explained in greater detail in Annex
1. Subsequently, it examines the proposals’ political traction and salience in current
public debates. The impact assessment in the third chapter provides a more detailed
analysis of technical proposals, which could have long-lasting effects on the Internet
architecture, whereas non-technical proposals are arguably easier to reverse. Using
the 2011 OECD Principles for Internet Policy-Making, this paper analyzes the
proposals’ implementation in an environment of limited resources and their impact
on the Internet. Of the 14 OECD principles, we focus on the principles relating to the
preservation and promotion of human rights, transparent and accountable governance,
economic benefits, and Internet security.

This impact assessment was developed to serve as a toolbox for policymakers, so that
they can better assess the nature, feasibility, and viability of the proposals. We hope
that the framework will be a helpful model for policy- and decision-makers as more
empirical research becomes available, even if the reader does not fully agree with our
assessment of the proposals.

Ultimately, our goal is to provide a more nuanced, technically informed analysis of
these proposals, in the hope that it will lead to a more productive discussion. Proposals
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that do not achieve their stated goals or whose unintended negative consequences
outweigh their benefits should be discarded. This will pave the way for focusing on
the more promising proposals. Today, only a third of the world’s population uses the
Internet. Another two billion people are projected to gain access over the next five
years."” Europe has a responsibility to lead by example in ensuring an open, free, and
secure Internet now and in the future. This study hopefully contributes to that end.
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Analytical Framework for
Classifying the Proposals &
The Proposals' Political Traction

We marry our political analysis with the scholarship of Internet governance expert
Laura DeNardis, who writes, “arrangements of technical architecture are also
arrangements of power.”® The Internet is a meta-network, composed of a constantly
changing collection of individual networks and devices that communicate with each
other through the Internet Protocol (IP). Through technical features, the physical
and software architecture, or code, shapes human behavior on the Internet and
beyond. Because the Internet has become a fundamental part of our modern way of
life, changes to its technical architecture have major implications for many structures
of society. This architecture constitutes a powerful tool for actors to further their
interests. According to Stanford law professor Barbara van Schewick, policymakers
who traditionally used the law can now use Internet technologies to bring about
desired political or economic effects.”” Building upon this scholarship, we designed a
framework for classifying the proposals based on what part of the Internet they impact.
(A snapshot from the full list of proposals and their sources, dates, and classifications
starts on p. 11 with more details on the framework and methodology outlined in
Annex1.)

We began this research by collecting the proposals and statements of European
political decision-makers, as well as those of stakeholders from the private sector
and academia, made after June 5, 2013, the day on which the first wave of articles
about foreign government surveillance was published. It is important to bear in mind
that while these proposals were advanced in response to the surveillance affair, they
address different dimensions of a complex problem, namely the protection of:

1. Government secrets;
2. Individual citizens’ privacy;
3. Industry secrets.

An additional complexity is the fact that policymakers have been using the political
attention to suggest new industrial policies aimed at supporting the European
Information Technology (IT) sector through major public investments and IT sector-
specific subsidies.

Upon completing the collection phase of research, we divided the proposals into two
groups: technical and non-technical, with further details visualized in Annex 1.

Technical proposals are based on the type of technological change proposed: new
undersea cables, national e-mail, localized routing and storage, and encryption. New
undersea cables, for example, refer to suggestions to directly connect Latin America
and Europe, avoiding data transfer through the United States. Likewise, national
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e-mail was suggested in Germany as a means of avoiding contact with American
servers whenever possible. Localized routing goes a step further than national e-mail,
in the sense that it would encompass all data, not just e-mail data, and route it solely
through local servers. However, localized does not necessarily mean that the data is
concentrated in one country. For example, localized could encompass the entirety of
the European Union. Finally, there have been calls for improving encryption, making
existing encryption more accessible to the general public, and extending it to mobile
devices.

Non-technical proposals are sorted based on the changed mechanism: institution, law,
norm, transparency, and business. The idea to establish a single EU Data Protection
Agency exemplifies how actors consider institutions as a means of addressing a given
challenge. A wide variety of laws have been proposed, and some implemented, ranging
from changes to the US-EU Safe Harbor agreement'® to domestic data protection laws.
There are also several proposals aimed at increasing trust — not through regulation, but
through the establishment of common norms, like a “no-spying” agreement between
the US and European partners.”” Another non-technological category is composed of
proposals aimed at increasing transparency of how governments and businesses handle
the data of citizens and customers. Proposals to advance the national production of
hardware and software mainly originate in Germany, such as the “IT Security Made in
Germany” brand or the production of an IT-Airbus in cooperation with France. Ideas
like these fall into the business cluster, though there are technical components to the
proposals. Generally, these non-technical proposals impact non-technical factors that
shape the Internet, like laws, norms, markets, and institutions.

Proposals’ Political Traction

Some proposals have gained more political traction than others over the past year
and a half. Classified as having high political traction are proposals that have been
widely discussed, that have been implemented, or are likely to be implemented. Other
proposals have been discussed, but their implementation remains uncertain. These
are classified as having medium political traction. Some proposals have been barely
discussed or were discussed and discarded, and these are classified as having low
political traction. (For a full list of proposals, see Annex 2.)

A number of proposals with the highest political traction are close to implementation.
The German government, for example, is debating whether to exclude foreign
companies from government contracts if they cannot guarantee that data will not

be shared with another government. This action has been accompanied by a general
shift of government services from foreign to local companies.?* Similarly, proposals
for strengthening data protection standards in Europe have gained much political
traction. The EU’s institutions will most likely adopt the European Data Protection
Regulation in 2015.* Additional proposals in Germany for developing an “IT

Security Made in Germany” brand have garnered attention from politicians. Among
the technical proposals, new undersea cables have also been seriously debated.??
Brazilian and Finnish initiatives to lay new undersea cables circumventing the US
and Sweden, respectively, will be implemented in the next two years.?® A local e-mail
service proposed by Deutsche Telekom and United Internet in Germany has been
implemented, though experts and media outlets have criticized the proposal for
providing a false sense of security.?* Nonetheless, polling suggests that more than
half of Germans have found the initiative “helpful,” raising questions about perceived
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versus actual security.? Because of its implementation, it is included in the bucket of
high political traction.

The majority of proposals have gained some political traction, but their
implementation remains uncertain. To date, no steps have been taken to legally
mandate localized data storage. Instead, policymakers have turned to the promotion of
localized storage as a best practice and voluntary data security standards. For example,
the European Commission issued the Cloud Service Level Agreement Standardisation
Guidelines,?® and the Steering Board of the European Cloud Partnership suggests
common, non-binding security and encryption standards for European cloud providers
storing data on European soil.?” Growing demand for European or national cloud
options has led companies like SAP, Hewlett-Packard, Microsoft, and Oracle to offer
local cloud solutions.?

Another bucket of proposals with medium political traction are calls for stronger
encryption. Several experts have called for the development of more easily accessible
encryption tools,* and the European Parliament has called on the European
Commission to “strengthen the protection of confidentiality of communication ... by
way of requiring state-of-the-art end-to-end encryption of communications.”®® Major
technology companies like Apple and Google have also begun offering encryption

by default,® and the Internet Engineering Task Force (IETF) has resumed work on
building encryption by default into HTTP 2.0 after the initial surveillance reports, a
project it had previously decided against in March 2012.%?

Other proposals have not gained, or no longer have, significant traction. Proposals to
locally route data traffic - whether on a national, Schengen, or pan-European scale

- were intensely debated but no longer have substantial political traction. Another
initiative to provide secure SIM data and cryptophones for government and corporate
customers met limited demand.* A legal “no spying” agreement between governments
to limit surveillance was discussed but not implemented.?*
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Snapshot of Mapping

This is a snapshot from the full list of proposals. The entire mapping can be found in Annex 2.

Technical Proposals

COUNTRY POLITICAL
TYPE OF PROPOSAL SUMMARY PROPOSING ACTORS OR REGION TIME RANGE DIMENSION DATATYPE LAYER TRACTION
National e-mail Route all e-mails within Germany  Private: Deutsche Telekom Germany 8/1/2013 Code Motion + Meta Application High
on German servers and cables®®
Undersea cables Lay a new fiber-optic submarine Public: Herman Van Rompuy EU, Finland 12/11/2013- Code Motion Physical High
cable between Latin America and (President of the European 2/24/2014
Europe; lay a new fiber-optic cable ~ Council), Krista Kiuru (Finnish
between Finland and Germany, Minister of Education, Science and
circumventing Sweden®®%” Communication)
Localized data storage Create a European or a Schengen Public: France, Germany; Private: ~ France, 6/27/2013- Code, Market, Rest + Meta Data at rest High-Medium
cloud; create a European or Green, Deltalis, Quantique Germany, Poland, 5/14/2014 Norm, Law
Schengen zone for data?$3%40:41 (Switzerland), EuroCloud (Poland) Switzerland
Localized routing Data streams should flow within Public: German government; France, Germany 10/12/2013- Code, Norm, Law  Motion + Meta Protocol Medium
ageographically restricted zone; Private: Deutsche Telekom, Atos 7/27/2014 (Content,
inter-Schengen data traffic should Application,
be routed within the Schengen Physical)

Zone 12.43.44.45,46,47




Impact Assessment

The following impact assessment can serve as a toolbox for policymakers as they focus
on the most promising proposals while discarding those that do not achieve their
stated goals or whose negative consequences outweigh their benefits. The assessment
examines whether the proposals actually achieve their purported goals of making data
more secure in response to the surveillance debate, and then assesses the proposals’
broader implications for the Internet, using the 2011 OECD Principles for Internet
Policy-Making.*®

The OECD principles provide concise guidance for policymakers crafting Internet
policy, and they were designed to “help preserve the fundamental openness of the
Internet while concomitantly meeting certain public policy objectives.” Given that
the OECD member countries, as well as multiple other stakeholders, agreed upon these
principles, they offer a useful anchor for transatlantic cooperation. We identified eight
out of the 14 principles that are relevant to technological sovereignty and grouped them
into four categories that constitute the foundation for our impact assessment of the
proposals:

Human Rights:

e OECD #1: Promote and protect the global free flow of information.

e OECD #9: Strengthen consistency and effectiveness in privacy protection
at a global level.

Governance - Open Internet:

¢ OECD #2: Promote the open, distributed, and interconnected
nature of the Internet.

e OECD #8: Ensure transparency, fair process, and accountability.

Economic:
¢ OECD #4: Promote and enable the cross-border delivery of services.
¢ OECD #11: Promote creativity and innovation.

Security:
e OECD #13: Encourage cooperation to promote Internet security.
¢ OECD #14: Give appropriate priority to enforcement efforts.

For a full list and explanation of the principles, see Annex 2.

We use a simple traffic-light system for the impact assessment. A green light means
that the proposal would have a positive impact on the principle. A yellow light
means that the impact on the principle is either neutral or depends on the proposal’s
implementation. A red light denotes that the policy proposal is at odds with the
principle. Some principles did not apply to a proposal.

TRANSATLANTIC DIALOGUES ON SECURITY AND FREEDOM IN THE DIGITAL AGE 12



Technical Proposals

OECD Principles

BUCKET 1: HUMAN RIGHTS

BUCKET 2: GOVERNANCE

BUCKET 3: ECONOMIC

BUCKET 4: SECURITY

Technical Proposals Political Traction OECD #1 OECD #9 OECD #2 OECD #8 OECD #4 OECD $#11 OECD #13 OECD #14
National e-mail High () o (] ()
Undersea cables High-Medium N/A [ ) o
Localized routing Medium [ ) [ ) ([ ] o
Localized data storage Medium [ ) [ ) ([ ] o
Expand encryption tools Medium o o [ ) o [ )

More-secure encryption standards Medium [ ) o [ ) [ ] [ )

BUCKET 1: HUMAN RIGHTS

OECD #1: Promote and protect the global free flow of information
OECD #9: Strengthen consistency and effectiveness in privacy protection at a global level

BUCKET 2: GOVERNANCE - OPEN INTERNET
OECD #2: Promote the open, distributed, and interconnected nature of the Internet
OECD #8: Ensure transparency, fair process, and accountability

BUCKET 3: ECONOMIC
OECD #4: Promote and enable the cross-border delivery of services

OECD #11: Promote creativity and innovation

BUCKET 4: SECURITY

OECD #13: Encourage co-operation to promote Internet security
OECD #14: Give appropriate priority to enforcement efforts

o The proposal is at odds with the principle.

The proposal either has a neutral impact on the principle or
the impact depends on the proposal’s implementation.

. The proposal has a positive impact on the principle.

N/A The principle does not apply to the proposed policy.




Non-Technical Proposals

OECD Principles

BUCKET 1: HUMAN RIGHTS BUCKET 2: GOVERNANCE BUCKET 3: ECONOMIC BUCKET 4: SECURITY
Non-Technical Proposals Political Traction OECD #1 OECD #9 OECD #2 OECD #8 OECD #4 OECD $#11 OECD #13 OECD #14
Companies unable to provide legal High
guarantee excluded from federal contracts N/A ® ® ® ®
Shift government services from High
foreign to local companies ® ® ®
EU Data Protection Authority High-Medium N/A N/A N/A N/A N/A
EU Data Protection Directive High- Medium o
“IT Security Made in Germany” brand High- Medium N/A o o [ )
Increase funding for small businesses Medium N/A N/A o
Encryption key governance Low N/A N/A N/A
Single committee for all digital issues Low N/A N/A N/A N/A N/A N/A N/A
Legal code of conduct between Low
intelligence agencies N/A N/A ® N/A N/A
Transparency on government access to data Low N/A N/A N/A
BUCKET 1: HUMAN RIGHTS BUCKET 3: ECONOMIC [ ) The proposal is at odds with the principle.
OECD #1: Promote and protect the global free flow of information OECD #4: Promote and enable the cross-border delivery
OECD #9: Strengthen consistency and effectiveness in privacy of services
protection at a global level OECD #11: Promote creativity and innovation The proposal either has a neutral impact on the principle
or the impact depends on the proposal’s implementation.
BUCKET 2: GOVERNANCE - OPEN INTERNET BUCKET 4: SECURITY
OECD #2: Promote the open, distributed, and interconnected OECD #13: Encourage co-operation to promote Internet security o The proposal has a positive impact on the principle.

nature of the Internet

OECD #14: Give appropriate priority to enforcement efforts

OECD #8: Ensure transparency, fair process, and accountability

N/A

The principle does not apply to the proposed policy.



National E-mail
Goals achieved?

The alleged benefit of initiatives like "E-Mail Made in Germany” is that e-mails would
be secure from foreign surveillance. However, while using Secure Sockets Layer
encryption increases security, the SSL encryption of data in transit that E-Mail Made
in Germany offers is not a new advancement.*® The latest version of this encryption
was issued in 2008 and has been implemented by many e-mail providers long before
Deutsche Telekom and United Internet made their announcement.” In addition, the
security protocol, SSL, is vulnerable to man-in-the-middle attacks, which intelligence
agencies have used to intercept e-mail traffic in the past.” Lastly, while e-mails in
transit are secured through SSL, this security does not extend to the storage of the data
on servers. In short, a national e-mail service as proposed is unlikely to protect against
foreign surveillance.

Broader implications for the Internet, using
the OECD Principles for Internet Policy-Making

¢ Human Rights: The proposed national e-mail service is unlikely to protect against
foreign surveillance. Instead, localization proposals negatively affect the free flow
of information, while it enhances domestic state and private actors’ control over
data.? Therefore, the impact on privacy depends on the local government’s respect
for privacy. Furthermore, governments outside of Europe, namely authoritarian
regimes with poor human rights records, could rhetorically use Germany’s
localized e-mail efforts to justify their own actions, weakening Germany and
Europe’s human rights foreign policy.

¢ Governance - Open Internet: Forcing localized e-mail routing will have a negative
impact on the open and interconnected nature of the Internet by forcing traffic to
remain within geographic borders and national territories.

¢ Economic: Localized routing and national e-mail undermine the promotion of the
cross-border delivery of services.

¢ Security: Whether national e-mail proposals increase or decrease Internet security
depends on whether the local company uses a lower or higher security standard
than the foreign provider. Given that the current encryption standard proposed
for these initiatives is not higher than the standard used by most providers, the
new service will not improve security. Instead, national e-mail could make law
enforcement easier, since data is stored within national borders and subject to
national data protection laws, which usually contain enforcement exceptions.®®

Conclusion: The national e-mail service proposed is unlikely to protect against foreign
intelligence agencies. Instead, it undermines the nature of the open and interconnected
Internet and sets a precedent for authoritarian governments to reference, which would

A Given that the ordinary citizen is likelier to be the target of surveillance from domestic rather than foreign gov-
ernment agencies, this proposal could actually enable more surveillance as a whole. In addition, national e-mail
services could provide a one-stop-shop for intelligence and law enforcement agencies and for storing data on a
limited number of servers in a finite number of locations.
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undermine European human rights and foreign policy. Last but not least, this example
highlights the risk of promoting proposals that give users a false sense of security by
claiming enhanced security features without actually significantly enhancing security.

Undersea Cables
Goals achieved?

The main goal of constructing new undersea cables is to better protect against foreign
surveillance. However, a direct cable link from Brazil to Europe, for example, will not
prevent the cable from being tapped by a government with the capability to do so.

Broader implications for the Internet, using
the OECD Principles for Internet Policy-Making

¢  Human Rights: New undersea cables will not prevent foreign governments from
tapping new cables. The effect on the free flow of information depends on the
domestic laws of the countries that the new cables connect to.

¢ Governance - Open Internet: In principle, new undersea cables contribute to
amore distributed and interconnected Internet as long as the cables remain
connected to the global Internet and come without restrictions.

¢ Economic: The government-driven construction of new undersea cables is a case
of a politically motivated investment that might risk the inefficient allocation of
limited resources. New undersea cables do promote and enable the cross-border
delivery of services by providing a new avenue through which data can flow.

e Security: New undersea cables will offer more capabilities to law enforcement
agencies of the countries that the new cables connect to, by providing them with
access to the data flowing through the cables. Therefore, and in light of the above, it
provides a false sense of security to Internet users.

Conclusion: New undersea cables do not make data more secure and thus should be
discarded as a policy option for protecting against foreign surveillance. Laying new
cables for this reason creates a false sense of security for Internet users. More and new
undersea cables can increase the resiliency of the Internet overall, which has been a
secondary goal and has been advanced to justify new cables. However, this investment
is not the most efficient way of allocating resources to maximize resilience, as the
original goal was to protect against surveillance.

Localized Routing

Goals achieved?

Proposals for localized European or Schengen routing suggest the protection of
individual Internet users’ data from surveillance by foreign intelligence agencies.**

The idea is that as long as intra-European data traffic is exclusively routed through
European or national infrastructure and Internet Exchange Points, citizens’ data will
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be secure.®® Such measures may raise the technical hurdle for intercepting data for
certain foreign surveillance agencies, but may also in fact lower the legal hurdle for
many intelligence agencies.? At the same time, localized routing may also make it easier
for domestic intelligence and law enforcement to access and control more European
Internet traffic than before, and domestic agencies may still pass the data on to foreign
intelligence agencies that they cooperate with.

Broader implications for the Internet, using
the OECD Principles for Internet Policy-Making

¢ Human Rights: Localized routing is unlikely to protect against foreign surveillance
but will negatively affect the free flow of information by potentially enhancing
domestic state and private actors’ ability to control the free flow of information.
Such a policy would in turn help authoritarian regimes with poor human rights
records to justify their own actions to increase their control, weakening Europe’s
human rights foreign policy.

¢ Governance - Open Internet: Forcing localized routing distinguishes the
local network from the global Internet, negatively impacting the open and
interconnected nature of the Internet. The implementation of this proposal would
require changes to the routing protocols and IP address allocation system, thus
affecting basic principles of the Internet’s architecture.

¢ Economic: Localized routing undermines the promotion of the cross-border
delivery of services.

e Security: Localized routing would make law enforcement easier, since data is
localized within national borders and subject to national data protection laws,
which usually contain enforcement exceptions.**

Conclusion: Localized routing as proposed by France and Germany and private
companies like Atos and Deutsche Telekom is unlikely to protect against surveillance
by foreign intelligence agencies. Instead, it undermines the open and interconnected
Internet, sets a precedent for authoritarian governments to reference, which
undermines European human rights and foreign policy, and, like national e-mail
initiatives, provides a false sense of security to Internet users.

Localization of Stored Data
Goals achieved?

European proposals to store data locally would require commercial cloud providers to
relocate their servers. In Europe, the extension of localized data storage requirements

B Forexample, the US legal authority under which US intelligence and law enforcement agencies collect data outside
of the US is Executive Order 12333. How the intelligence community interprets EO 12333 is largely unknown,
though it is more permissive than Section 702 of the FISA Amendments Act, which permits law enforcement
agencies to collect data within the US. For more on this subject, see: Tye, John. 2014. “Meet Executive Order 12333:
The Reagan rule that lets the NSA spy on Americans.” The Washington Post. July 18. <http://www.washingtonpost.
com/opinions/meet-executive-order-12333-the-reagan-rule-that-lets-the-nsa-spy-on-americans/2014/07/18/
93d2ac22-0b93-11e4-b8e5-d0de80767fc2_story.html>.
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to privately owned data is a new development. Similar proposals to localize data of all
citizens previously emerged in other parts of the world, namely China, Russia, and
Iran.’” Importantly, while the location of servers affects the legal protections of the
data, it does not necessarily affect the ownership of or access to the data. For example,
if datais held within EU territory, it is subject to EU data protection laws. This does
not mean, however, that data is owned by parties exclusively subject to European law
or rendered inaccessible for domestic or foreign intelligence services. Therefore, the
security of data from foreign intelligence agencies depends not on where it is stored,
but on comprehensive security practices, modern technology, and qualified security
personnel.’®

Broader implications for the Internet, using
the OECD Principles for Internet Policy-Making

¢  Human Rights: The localized data storage proposals would limit the free flow of
information, without achieving the goal of improving privacy protection. Confining
data to alimited geographical area may render it legally easier for access by foreign
or domestic intelligence agencies. It is the security measures, not the location of the
server on which data is stored, that increases data security and privacy.

¢ Governance - Open Internet: Localized data storage would harm the open and
distributed nature of Internet, by forcing the “nodes” to be located in specific
geographic areas, where their operations might be suboptimal from a global
perspective.

¢ Economic: Requirements to store data locally would impede cross-border delivery
of services. Article 4 of the EU-US Information and Communication Technology
(ICT) Trade Agreement®® discourages this approach.© Requiring localized data
storage will raise costs and barriers to entry, which in turn risks hampering
innovation.®

¢ Security: Data security depends on factors beyond the physical location of servers.
As for enforcement efforts: Locally stored data could be used to identify and
prosecute conventional criminal activities.

Conclusion: Localized storage of data in a European or Schengen zone, as proposed
by governments and companies across Europe, is unlikely to protect users’ data from
surveillance. Security of stored data depends not on its geographical location, but on
the actual security of the technology used to store the data, encryption among them.
In addition, it provides a false sense of security to users. Moreover, it risks increasing
costs and barriers to entry, particularly for smaller foreign companies, which harms
innovation.

C  The EU-USICT Trade Agreement urges governments not to impose local infrastructure requirements, stating,
“Governments should not require ICT service suppliers to use local infrastructure, or establish a local presence, as
a condition of supplying services.”
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Expansion of Encryption Tools
Goals achieved?

While encryption may not protect individuals against sophisticated, targeted
surveillance by intelligence agencies, the widespread use of encryption would
significantly raise the cost of surveillance generally. The more individuals encrypt
their communications, the more difficult and costly it will become for intelligence
agencies to decrypt those communications. Encryption can be applied to all layers of
the Internet - to the physical layer (cable or radio communications), the protocol layer
(i.e, Hypertext Transfer Protocol (HTTP) or Transmission Control Protocol (TCP)),
and the application layer (e-mail, www, mobile). Thus, encryption can protect both data
in motion through end-to-end encryption of communications, as well as data at rest
through encryption of devices at the end nodes. The different forms of encryption tools
proposed in Europe attempt to deliver better privacy through various means:

1. End-to-end encryption of mobile voice communication through the use of crypto
phones can be an effective tool for protecting government and business secrets and
individuals’ private data.

2. End-to-end encryption can also be applied to e-mail, instant messaging, cloud
storage, and radio. Existing tools are often difficult and cumbersome to use, so
engineers at the IETF and major US software companies are working on making
encryption more easily accessible to the wider public.® It is possible for data
encrypted from end-to-end to be accessed by intelligence or law enforcement
agencies, but only through measures targeted at specific users and with much
greater difficulty.

3. Large key sizes used in any type of encryption can also strengthen the privacy of
users. Large key sizes mean that it will take longer to crack encryption, and it will be
more expensive, forcing intelligence agencies to rely on more computing power in
order to decrypt the data.

Broader implications for the Internet, using
the OECD Principles for Internet Policy-Making

¢  Human Rights: Better and more widely accessible encryption has a positive effect
on the protection of users’ privacy without hindering the free flow of information.
Encryption can prevent, or raise the cost, of surveillance, because existing methods
of breaking or circumventing encryption focus on identified end nodes.

¢ Governance - Open Internet: Encryption has no negative impact on the open,
distributed, and interconnected nature of the Internet. Different forms of
encryption can be applied to various layers of the Internet while preserving its
decentralized structure andstrengthening the capacity of actors within the existing
frameworks.

¢ Economic: As long as encryption is promoted globally and encryption tools can

be imported and exported without national restrictions, proposals to enhance
encryption efforts can promote innovative, easier-to-use technologies. Encryption
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and privacy protection have become central to the new business strategies of
existing and emerging companies.®?

e Security: Encryption strengthens overall Internet security, as well as
individual and collective efforts for self-protection. But law enforcement and
counterterrorism agencies point to a tension between data privacy and security.
Some have consequently advocated for a “golden key” to encrypted devices and
communications, which should be provided to or stored with a third party, such
as atrusted authority under the state’s jurisdiction. However, such backdoors and
keys stored elsewhere constitute a risk for Internet security, since they could be
exploited by criminals.®®

Conclusion: Encryption enhances the protection of both data in motion and at rest,
but not necessarily of metadata. It can be used to protect government, business,

and individuals’ data alike. Wider use of end-to-end encryption would make any
surveillance significantly more difficult and costly. Encryption does not necessarily
protect against the collection of metadata, targeted surveillance, and law enforcement,
but significantly increases the cost of surveillance. The use of encryption tools has

no negative impact on the free flow of information and strengthens overall Internet
security, while hampering law enforcement and counterterrorism efforts.

Spotlight: “IT Security Made in Germany”

In addition to assessing the aforementioned technical proposals, we are putting a
spotlight on the non-technical proposals for a subsidized local IT industry because
they have been a focus in the debate but carry a significant risk of misperception. “IT
Security Made in Germany” will not be more secure per se. Whether or not services
and products will be more secure depends on the security standard and expertise, as
well as the policies of the German government regarding backdoors. Depending on its
implementation, “IT Security Made in Germany” might actually be less secure.

Goals achieved?

Initiatives such as “IT Security Made in Germany” suggest that domestically
produced services and items are more secure and trustworthy than those produced
abroad.®* However, like the location of data storage and routing, it is not the location

of production and supply chains that guarantees protection from surveillance or
espionage, but the actual security standards. Locally produced security products can
include as many, if not more, vulnerabilities than those of foreign companies. While
this measure will make it harder for foreign intelligence agencies to build in backdoors,
it does not prevent local intelligence or law enforcement agencies from doing so. Any
backdoor will increase the general insecurity of these products.®® These proposals,
often labeled as especially secure, risk providing a false sense of security to customers,
depending on their implementation.
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Broader Implications for the Internet, using
the OECD Principles for Internet Policy-Making

¢  Human Rights: This proposal may have a positive or negative impact on the
protection of privacy. If the security standard is of lower quality, or if German
intelligence agencies contract with companies to build backdoors, it will have a
negative impact, and vice versa.

¢ Governance - Open Internet: The proposal does not have a direct impact on
governance structures or on the promotion of the open nature of the Internet.

¢ Economic: The government-driven production of domestic hardware and software
risks promoting protectionism, which can negatively impact competition, stifle
innovation, and increase prices worldwide and other parts of the domestic industry.

¢ Security: This proposal has the potential to increase or decrease Internet security,
depending on the security standards of the new technologies. Domestic IT products
may enhance the capabilities of local law enforcement agencies, as producers may
be obligated to build in access for law enforcement and intelligence agencies.

Conclusion: Homegrown hardware and software manufacturing as proposed by
initiatives like “IT Security Made in Germany” is unlikely to protect against foreign
surveillance. This policy is a government-induced regulation, which can lead to a
decline in competition, innovation, and quality, as the European technology sector lags
behind that of other countries and risks isolating itself.°¢
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Conclusion

This in-depth analysis of the technological sovereignty proposals reveals several
trends. First, it is unlikely that most technical proposals proposed to date will
effectively protect data against foreign surveillance. Only a limited number of
proposals might achieve that - namely encryption — and they have not been at the
center of attention in the European debate. Second, some proposals could in fact

have a negative effect on the open and free Internet, or at least lead to an inefficient
allocation of limited resources. Moreover, the specific impact often depends on how the
proposals are implemented and remains uncertain without further research. Third,
the proposals tend to be narrowly focused on the transatlantic dimension and generally
neglect the larger challenge and the new technological reality.

Data privacy and security depend primarily not on where data is physically stored

or sent, but on how it is stored and transmitted. A critical fact often ignored in the
debate thus far is that the governments exposed by media reports since June 5, 2013
are unlikely to be the only countries with such technical surveillance capabilities. The
proposals most likely to protect against any foreign surveillance focus on encryption
tools. These deserve greater attention and scrutiny if the goal is to protect against
foreign surveillance. At first blush, restricting data from flowing through the physical
infrastructure of other countries might seem like an effective measure for protecting
against government surveillance. However, this is a false hope, given the many ways to
gain access to data, ranging from tapping undersea cables to manipulating encryption
standards to employing targeted malware. Moreover, the laws in some countries lower
the legal barrier for intelligence agencies to collect and analyze data if the data is
collected outside of the intelligence agency’s home country. In other words, measures
forcing data to remain within a country’s borders might lower the legal threshold

for foreign intelligence agencies to conduct surveillance in the first place. In short,
proposals focused on simply avoiding certain countries geographically misunderstand
current technological and legal realities and risk wasting important resources that
could be used to effectively make data more secure.

The specific impact of proposals often depends on the details of their implementation,
which remain unknown to date. On the surface, a proposal might appear to have

a positive impact. For example, new undersea cables may increase resilience or

lead to greater investment and growth. However, this was not the primary goal,

and the politically motivated action is likely to lead to an inefficient allocation of
limited resources. As another example, increasing funding for small businesses and
establishing an “IT Security Made in Germany” brand will only increase data security
if those companies produce, and are capable of producing, products and services with
higher security standards than those of foreign companies. So far, the implementation
of these proposals do no suggest that they offer significantly more secure services, in
some cases providing instead a false sense of security.

Calls for technological sovereignty have not been limited to Europe. In Brazil, data
localization proposals were hotly debated. In China, government offices are prohibited
from using the Windows 8 operating system, and Cisco and IBM are under scrutiny.®’
The Australian government has banned China’s Huawei from participating in building

TRANSATLANTIC DIALOGUES ON SECURITY AND FREEDOM IN THE DIGITAL AGE 22



its National Broadband Network. And the United States has not been immune from
this trend, as portrayed by Congress’s creation of a cyberespionage review process to
limit government procurement of Chinese IT equipment in 2013.°® Meanwhile, the
British government has been a pioneer in trying to address cyber security risks and
balancing them with a commitment to open markets. It established the Huawei Cyber
Security Evaluation Centre (HCSEC) in 2010 to test Huawei products sold to British
telecommunications companies, after similar concerns of foreign surveillance from
Chinese telecommunications equipment firm Huawei.® HCSEC has been subject to
several reviews,”® and National Security Adviser Sir Kim Darroch found that while
concerns regarding operational independence were not ungrounded, HCSEC had
been achieving its objectives. Although HCSEC is an interesting model of addressing
security risks while maintaining a commitment to open markets and free trade, it is
hard to scale and does not provide a universal solution to the broader problem.

The European countries promoting technological sovereignty proposals have a
responsibility to protect an open, free, and secure Internet and should not risk
having other countries use these proposals to justify their own restrictive measures.
Therefore, it is paramount for leaders in Europe to quickly and publicly discard
proposals that were made in the spur of the moment and that do not make data more

secure and instead risk undermining an open and free Internet. This will allow them to

focus on the more promising proposals, to help move the debate in a more productive
direction, and to ensure that the Internet remains open and free, as well as secure.
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Annex 1: Methodology

Step 1: Dividing proposals into two general
categories - technical and non-technical

A first review of the proposals revealed that they could be clustered into two general
groups: technical and non-technical proposals. We then grouped technical proposals
based on the type of technological change proposed: new undersea cables, national
e-mail, localized routing, encryption, and localized data storage. These proposals
directly affect the technical architecture of the Internet. Non-technical proposals are
those that affect the Internet in other ways - for example, calls for new laws or for more
transparency, which could affect the technical architecture but indirectly so.

Step 2: Applying Lessig’s
four dimensions for governing the Internet

To add more nuance, we applied Harvard Law Professor Lawrence Lessig’s framework,
which provides a nuanced conceptualization of the ways in which behavior on the
Internet is constrained, or governed. He identifies four elements that shape behavior
in cyberspace: (1) architecture, which corresponds with our category of technical
proposals, as well as (2) laws, (3) social norms, and (4) markets, which help analyze the
non-technical proposals in greater detail.” Some proposals do not focus on the means
of governing the Internet but instead on the actor that governs, which is not part of
Lessig’s framework. Therefore, we included “institution” as an additional variable in
our analytical framework for classifying proposals — for example, recommending the
creation of a single committee on digital issues.

Figure 1: Lessig’s Four Dimensions

NON-TECHNICAL CONSTRAINTS

Law:* The constraint that "regulates by sanctions imposed ex post” facto. Law is the most prominent of the constraints.

Norm:* The constraint that is built on understandings or expectations of how one ought to behave. Norms have no
centralized norm enforcer, but are understood be everyone within a given community.

Market:* The constraint that regulates by price. Through this device, "market sets opportunities, and through that range of
opportunities, it regulates.”

Institution: The actor involved in governing cyberspace.

TECHNICAL CONSTRAINT

Architecture:* The constraint of the "world as I find it.” In cyberspace this means that actual "software and hardware that
constitutes cyberspace as itis.”

*Source: Lessig, Lawrence (1998) The Laws of Cyberspace. Harvard Law School.

TRANSATLANTIC DIALOGUES ON SECURITY AND FREEDOM IN THE DIGITAL AGE 24



Lessig focuses on the law as a first dimension, which regulates by threatening “ex post
sanction[s] for the violation of legal rights.” He notes that it is the most prominent of
the regulatory dimensions, but it is just one of the four.”? The second dimension, norms,
constitutes the “set of understandings [that] constrain behavior.” The enforcer of the
regulation is what differentiates norms from law. In the case of law, the state regulates.
For norms, the threat of sanctions comes from the community.” The market dimension
regulates by “pricing structures” that “constrain access.”” The fourth regulatory
device is what Lessig calls “architecture.” Architecture dictates what behavior is
possible or impossible.” Together, these dimensions govern the decisions of actors in
real space.

Among Lessig’s most important contributions is his discussion of the fourth dimension
- architecture. What Lessig refers to as “architecture” in real space, he calls “code” in
cyberspace, or “the software and hardware that constitutes cyberspace as it is — the set
of protocols, the set of rules, implemented, or codified, in the software of cyberspace
itself, that determine how people interact, or exist, in this space.””® Code “sets the terms
upon which [actors] enter, or exist, in cyberspace.” For actors not versed in methods of
code manipulation,” code is not an optional dimension. While actors are able to break
norms and laws and manipulate the device of price, actors do not “choose whether to
obey the structures that [code] establishes ... Life in cyberspace is subject to code.”””
Although laws, norms, and markets can shape how we use the Internet, the technical
architecture of cyberspace equally influences how laws, norms, and markets develop.

For the purposes of this study, proposals encompassed by Lessig’s constraint of law
are those that explicitly or tacitly suggest legislative change. Social norm proposals
are those that suggest mass behavioral changes without a guiding law or centralized
enforcement. Proposals comprising the constraint of market are those that attempt
to shape behavior based on price, whether by making a foreign service more expensive
or alocal one less expensive. These proposals, most of which are classified as non-
technical by this report, affect markets, law, norms, or institutions, as they seek

to alter the choices people make, given the actual constraints of cyberspace. Some
technical proposals, like the data location proposals, are choice-based as well and
seek to constrain decisions through norms, laws, or markets. However, the majority of
technical proposals fall under code.

Step 3: Integrating different types of data -
data in motion, data at rest, and metadata

To elevate the level of technical acumen informing this debate, it is important to note
that several types of data exist: data in motion, data at rest, and metadata. Governance
proposals depend on what type of data is to be governed.

The data we access on the Internet is stored on servers. When this data is inactive —
meaning, it is not being changed or in motion - it is classified as data at rest. Data at rest
can be the text, music, or video files we store in the cloud, or the data that is the content

of a webpage stored on a company server.

Data in motion is data that traverses the physical infrastructure of the Internet.
Because the Internet is a global network of computing devices, from laptops and PCs

D  Hackers, for example.
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to smart phones, data must flow from the host device or server to the device trying to
access it. The easiest way to explain this phenomenon is to picture an e-mail sent from
one user to another. The sender generates the data that then travels over the cables

and wires that make up the physical infrastructure of the Internet, until it reaches the
intended recipient. The same process happens when a user tries, for example, to access
content through a webpage or download videos from a server. The route taken by the
data depends on a number of factors, ranging from physical constraints like bandwidth
to contractual considerations like peering agreements. Nonetheless, data is generally
routed through what technologists refer to as the “cheapest” route. This ensures that
the data reaches its recipient quickly and keeps Internet speeds high for everyone.

Metadata, simply put, is the data about data. Two types exist. Structural metadata
“indicates how compound objects are put together.””® This type of metadata is mostly
used to present complex items. Structural metadata takes two separate streams of data,
identifies them, and then ensures that they are properly synchronized for presentation.
In other words, structural metadata ensures that the visual stream of the latest movie
you are watching is synchronized with the audio stream. The second type of metadata
is descriptive metadata, which “describes a resource for purposes such as discovery
and identification.”” This is the conceptualization of metadata. Descriptive metadata
allows users to query databases and to identify data based on relevant criteria. It should
be noted that even encryption does not necessarily protect metadata from surveillance.
Figure 4 visualizes how the proposals are clustered.

Step 4: Zooming in on data
in motion - the Hourglass Model

Several models exist to illustrate the intricacies of the technical architecture that
underlies the Internet. Internet expert and Harvard law professor Jonathan Zittrain
built upon those and the work of many other scholars by combining the technical
and social components of the Internet with his interpretation of the Hourglass
Model, which highlights the centrality of the IP for the Internet’s coherence and
interoperability.

At the bottom is the physical layer, or “the actual wires or airwaves over which data
will flow.”®° Undersea and fiber-optic cables — and phone lines, in some cases — are
categorized by this layer. Next is the protocol layer, which “establishes consistent
ways for data to flow so that the sender, the receiver, and anyone necessary in the
middle can know the basics of whom the data is from and where the data is going.”
This layer includes the limited IP, as well as the HTTP and the Simple Transportation
Management Protocols (STMP). The IP layer is the narrowest layer in the hourglass
model, signifying that it is, for the time being, the least elastic feature of the Internet,
but also the layer on which the rest rely for communication. While we can build new
cables and add more end-user devices, we are constrained by a finite number of TP
addresses. Moving up the Hourglass, we find the application layer, “representing the
tasks people might want to perform on the network.”®? E-mail clients and websites, for
example, make up this layer. Resting atop the Hourglass are Zittrain’s final two layers:
the content layer, which is the actual information exchanged through the other layers,
and the social layer, “where new behaviors and interactions among people are enabled
by the technologies underneath.”® These layers and the implications they carry apply
directly to the proposals that we classify as technical proposals.
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Figure 3: The Hourglass Model

Email, WWW, phone, etc.

SMTP, HTTP, RTP, etc.

ethernet, PPP, etc.

CSMA, async, sonet, etc.

copper, fiber, radio, etc.

Source: Zittrain, Jonathan (2008) The Future of the Internet and
How to Stop It. Yale University Press. p. 67-68.

Application layer
Represents the tasks people might want to
perform on the network

Protocol layer

Establishes consistent ways for data to flow
so that the sender, the receiver, and anyone
necessary in the middle can know the
basics of who the data is from and where
the datais going

Physical layer
Constitutes the actual wires or airwaves
over which data will flow

The Hourglass model offers an additional level of analysis for data in motion proposals

to identify which layer they impact.

Figure 4: Visualizing the break-down of the proposals

All Proposals by Type

TECHNICAL PROPOSALS (= LESSIG'S ARCHITECTURE) NON-TECHNICAL PROPOSALS
Metadata Law
Data at Rest Law/Norm
Data in Motion (Hourglass Model) Law/Norm/Market
Market
Institution

The architecture constraint in real space is the constraint of code in cyberspace. As
the Internet has become a fundamental part of our modern way of life, changes to its

technical architecture have major implications for many structures of society. That’s

why the technical proposals are a specific focus of this paper.
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Annex 2: Complete List of
Technological Sovereignty Proposals

Technical Proposals

COUNTRY POLITICAL
TYPE OF PROPOSAL SUMMARY PROPOSING ACTORS OR REGION TIME RANGE DIMENSION DATATYPE LAYER TRACTION
National e-mail Route all e-mails within Germany  Private: Deutsche Telekom Germany 8/1/2013 Code Motion, Meta Application High
on German servers and cables®*
Undersea cables Lay a new fiber-optic submarine Public: Herman Van Rompuy EU, Finland 12/11/2013- Code Motion Physical High
cable between Latin America and (President of the European 2/24/2014
Europe; lay a new fiber-optic cable  Council), Krista Kiuru (Finnish
between Finland and Germany, Minister of Education, Science and
circumventing Sweden?®> Communication)
Localized data storage Create a European or a Schengen Public: France, Germany; Private: ~ France, 6/27/2013- Code, Market, Rest, Meta Data at rest High-Medium
cloud; create a European or Green, Deltalis, Quantique Germany, Poland, 5/14/2014 Norm, Law
Schengen zone for data®” 88:88.89 (Switzerland), EuroCloud (Poland) Switzerland
Localized routing Data streams should flow within Public: German France, Germany 10/12/2013- Code, Norm, Law  Motion, Meta Protocol Medium
ageographically restricted zone; government;Private: Deutsche 7/27/2014 (Content,
inter-Schengen data traffic should  Telekom, Atos Application,
be routed within the Schengen Physical)
Z0n691,92,93,94,95,96
Expand encryption tools End-to-end encryption of Public: European Parliament, Germany, UK 11/23/2013 - Code, Norm, Motion, Rest Protocol Medium
communication data; encryption of Stefan Katzenbeisser (Technische 2/24/2014 Market (Content,
end devices®” % Universitit Darmstadt), Mark Application,
Manulis Physical) + Data
atrest
More-secure encryption ~ Require proof of security and Public: ENISA EU 10/31/2013 Law Motion, Rest Protocol Medium
standards key sizes equivalent to 128-bit (Content,
symmetric security or more'®° Application,
Physical) + Data
atrest
Mobile encryption tools End-to-end mobile voice Private: Thomas Kremer Germany 9/9/2013 - Code Motion, Rest Protocol Medium-Low
encryption;'-102 (Deutsche Telekom), Bjérn 3/12/2014 (Content,
secure SIM Data for corporate ~ Rupp (GSMK) Application,
customers'®? Physical) + Data

atrest




Non-Technical Proposals

COUNTRY POLITICAL
CODING SUMMARY PROPOSING ACTORS OR REGION TIME RANGE DIMENSION DATATYPE TRACTION
Companies unable to provide Exclude any company that cannot guarantee Public: German government Germany 3/16/2014 Law Motion, Rest High
legal guarantee excluded from that foreign services or authorities will
federal contracts not obtain any of their data from federal
contracts'**
Shift German government The German government will shift all services Public: German government Germany 6/27/2014 Market N/A High
services from foreign to local provided by Verizon to Deutsche Telekom'®
companies
EU Data Protection Authority Establish a single EU Data Protection Public: Jacob Kohnstamm (Chairman, Dutch ~ Netherlands 5/8/2014 Law N/A High-Medium
Authority'*® Data Protection Agency)
EU Data Protection Directive Establish EU-wide data protection laws, Public: Peter Hustinx (European Data Belgium, 10/23/2013- Law N/A High-Medium
GDPR; conduct a comprehensive review of the ~ Protection supervisor, Jan Philipp Albrecht Germany, 3/11/2014
legal framework for data protection'®”10%10% (Member of the European Parliament), Greece, Poland
110,111, 112 Dimitrios Droutsas (Member of Parliament,
Greece), Polish government
“IT Security Made in Germany”  Establish an "IT Security Made in Germany” Private: Deutsche Telekom Germany 1/1/2014 Norm, Market N/A High-Medium
brand®
Increase funding for small Improve funding for small businesses to Private: Christian Knorst (technology law Germany 12/3/2014 Market N/A Medium
businesses compete with US companies on privacy"* specialist)
Safe Harbor agreement reforms  Proposals range from strengthening Public: EP and EU at EU-US Summit UK, EU 11/6/2013- Law N/A Medium
agreement to suspension of Safe Harbor 3/26/2014
agreement115’116,117
Encryption Key Governance Encryption keys should be held by a public Private: David Hernandez Montesinos (Gloria  Italy, Spain 11/14/2013- Law Motion, Rest Low
entity, and should be held by a third party,not Transmedia), Gastone Nencini (Trend Micro 4/29/2014
the cloud service provider"s? Ttalia)
Single committee for all digital Establish one committee responsible for all Public: Marietje Schaake (MEP) Netherlands 5/20/2014 Law N/A Low
issues digital issues'*®
Legal Code of Conduct between Establish rules, transatlantic code of conduct ~ Public: Manuel Valls (Prime Minister, France), France, 10/22/2013- Law, Norm N/A Low
intelligence agencies regarding technological spying!?" 122123 Wolfgang Ischinger (Chairman, Munich Germany, 1/20/2014
Security Conference), Jean-Claude Juncker Luxemburg
(European Commission President)
Transparency on government Explore increased transparency on Public: European Commission EU 10/15/2013 Law, Norm N/A Low

access to data

government access to datain order to rebuild
trust'*




Annex 3: OECD Principles

Full OECD Communiqué on Principles for Internet Policy-Making available at:

http://www.oecd.org/internet/innovation/48289796.pdf

Principle 1:
Principle 2:

Principle 3:

Principle 4:
Principle 5:

Principle 6:
Principle 7:

Principle 8:
Principle 9:

Principle 10:
Principle 11:
Principle 12:
Principle 13:
Principle 14:

Promote and protect the global free flow of information.
Promote the open, distributed,

and interconnected nature of the Internet.

Promote investment and competition

in high-speed networks and services.

Promote and enable the cross-border delivery of services.
Encourage multi-stakeholder cooperation

in policy development processes.

Foster voluntarily developed codes of conduct.

Develop capacities to bring publicly available,

reliable data into the policymaking process.

Ensure transparency, fair process, and accountability.
Strengthen consistency and effectiveness

in privacy protection at a global level.

Maximize individual empowerment.

Promote creativity and innovation.

Limit Internet intermediary liability.

Encourage cooperation to promote Internet security.
Give appropriate priority to enforcement efforts.
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