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1 Introduction

Objectives. This research supports the ultimate objective of the Humanitarian Data and Trust
Initiative (HDTI)! Wilton Park Dialogue: to allow government donors to request and humanitarian
organizations to responsibly and safely share data on crisis-affected people with donors whilst
doing no harm. It assesses whether and how the risks related to the sharing of data that were
discussed at the Dialogue materialize in practice.2 Separate research conducted by the University of
Manchester is looking at how and why donor governments request data, and how they use it. Those
findings, combined with the recommendations in this report, will inform the development of
principles for safe and responsible data sharing by the HDTI Wilton Park Dialogue.

Methods. The analysis of the risks in this report is based on the observations of humanitarian and
donor government staff working in or on the three countries examined as case studies: Bangladesh
(response to the Rohingya refugee crisis), Nigeria, and Syria.3 The research only looked at the past
five years (2016-today), to account for the fact that data sharing risks and mitigation measures are
changing rapidly. It draws on 35 confidential interviews with humanitarian staff, and ten with donor
government agency representatives.* They included both field staff and staff at headquarters or
regional offices. Depending on the structure of their organization and their role in it, the
interviewees have different levels of exposure to data sharing with donors. A few primarily focus on
data or information management, but most interviewees work in External Relations, Protection,
Monitoring and Evaluation, and Programme Management. The organizations and donors selected
for interviews were participants in the 2020 HDTI Wilton Park dialogue, or other international
humanitarian organizations receiving direct government donor funding for their work in the three
case study countries. Individual interviewees were identified thanks to recommendations by the

1 For more information on the HDT], see: https://centre.humdata.org/introducing-the-humanitarian-data-and-trust-initiative/

2 This report uses mostly general terminology related to data to ensure that it is comprehensible to a non-expert audience. A set of full
definitions of key terms used in this report can be found in Annex 1.

3 The three contexts were suggested by the ICRC who commissioned the research on behalf of HDTI, and validated as relevant contexts
by the Research Board in the inception phase.

4 Six interviews were conducted during the inception phase of the research.



Research Board, personal contacts of the researchers, and suggestions by other interviewees. (See
illustrations 1 and 2).
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Limitations. The research process faced three important limitations:

e Interview participation was limited. The research team defined the participation of six
different humanitarian organizations per context as the absolute minimum. The team managed
to secure five per context. This limited diversity of humanitarian organizations did not make it
possible to draw decisive conclusions about how risks materialize. However, the rich
information from participating humanitarian organizations and donors provides a sufficient
basis for identifying risks that should be considered when sharing data related to crisis-
affected people.

e An important part of the proposed method was to conduct a data stress test to evaluate the
re-identification risk in available data and donor reports. Unfortunately, the research team did
not obtain enough suitable datasets to conduct the planned stress test. This report therefore
only summarizes the qualitative interview data. We have indicated in the text below where we
expect important insights from such a stress test.

e The research into donor practices by the University of Manchester follows a different
timeline from this research. It was therefore not possible to take into account the findings and
recommendations where the two efforts look at complementary aspects of the same issue.



2 The Complex Chain of Custody of Data Shared With Donors

Data sharing between humanitarian organizations and government donors is part of a broader
ecosystem in which different stakeholders collect and share data for operational and reporting
purposes in crisis settings. This research only focused on flows of data on crisis-affected people
which are ultimately related to government donors (marked in red below).5 They data flows in scope
include, for example, any data on crisis-affected people which a humanitarian actor collects for
upward reporting purposes (e.g. to international NGOs, UN organizations or donor governments.)
While dataflows without a direct link to government donors (marked in grey below) fall outside the
scope of this research, complexities related to the larger humanitarian data ecosystem emerged as
important factors. Those are discussed in section 4.

llustration 3: Data Flows in the Humanitarian System and Research Scope
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In addition, this research found four important characteristics of the chain of custody as the data
travels from crisis-affected people to government donors. These need to be understood before
delving into the discussion of individual risks.

Organizations that collect data from crisis-affected populations are often not directly
involved in sharing it with government donors. Especially in countries affected by conflict such
as Syria and Nigeria, international humanitarian organizations funded by foreign governments often
have limited or no direct access to the crisis-affected populations they seek to assist. Frequently, the
data they end up sharing with donors is not collected by their own staff but by implementing

5 This research focused exclusively on government donors funding humanitarian action abroad. It did not include host governments
funding humanitarian action in their own countries, government donors’ domestic interactions with humanitarian actors, or
development banks.



organizations working on their behalf, typically local or national non-governmental organizations
(NGOs) or Red Cross and Red Crescent societies. They obtain personal data of crisis-affected
individuals such as names and contact details; they collect information on particularly vulnerable
people such as internally displaced persons or refugees, survivors of sexual and gender-based
violence, or unaccompanied minors. Implementing organizations are responsible for explaining to
data subjects why their data is needed and how it will be processed, managed, and shared. They
obtain the consent of data subjects to the use of their data.

The same data often serves multiple purposes, but these purposes are not always known. In
addition to optimizing their own operations, humanitarian organizations use data to apply for donor
funding; to report to donors on results achieved with their funding; to enhance the donor’s overall
understanding of a particular crisis and its impact on the most vulnerable; to convince the donor to
support a humanitarian organization’s advocacy objective; to support the donor’s public
communication; or to respond to specific requests by donors. In turn, humanitarian organizations
say they know little about what donors do with the data once it has been shared. This lack of insight
influences the perceptions of risk described in the next section.

Data shared between the organizations and donors consulted is primarily disaggregated
group data, with some exceptions and doubts. Most organizations consulted for this report said
that they primarily share data disaggregated according to gender, age, location, and - frequently -
disability. The level of disaggregation varies in line with the type of activity supported: for example,
reporting on a nutrition program will include more detailed data of the children assisted,
disaggregated according to relatively narrow age cohorts. Occasionally, agencies provide data
related to specific, clearly defined groups of people considered to be particularly vulnerable, such as
returnees in parts of Northeast Nigeria.

Most organizations and government donors interviewed stressed that they do not share between
them data that directly identifies individual data subjects such as names, phone numbers, or precise
information about their location. However, there are exceptions:

o Humanitarian organizations do share data including pictures of particular individuals to support
the public communication of donors.

e One donor also said that humanitarian organizations it funds are obliged to indicate suspected
cases of individuals trying to obtain more assistance than they are entitled to. They have to
report such cases to another agency in its government with the donor agency in copy. Said
reports may contain data related to individuals.

e In Bangladesh, one donor requested details of a sample of crisis-affected individuals supported
by humanitarian organizations it funds to contact them for post-distribution spot checks. In
Syria and Nigeria, some donors interviewed outsource such tasks to Third-Party Monitors who
check whether and how the activities they support have reached the intended objectives and
whether humanitarian organizations have managed donor funds well. Humanitarian
organizations commonly provide contact details of a sample of crisis-affected individuals and of
implementing organizations on the ground to Third-Party Monitors, who interview them on
behalf of the government donor. While these external service providers report their findings to
donors that commissioned their services, the donors consulted said that they never receive data
from Third-Party Monitors that would allow them to identify the individuals interviewed.

o There were some examples related to requests to screen individuals considered for assistance,
in order to exclude links to organizations designated as terrorist (see counter-terrorism further
below).



Formal reporting is only one among several channels. Apart from formal reporting channels,
data related to crisis-affected populations is also shared between humanitarian organizations and
donor representatives during informal, unregulated contacts and during meetings of humanitarian
coordination platforms attended by donors.

The risks discussed below occur at different stages of the data chain of custody. They also need to
be viewed in relation to the interests and actions of other stakeholders in the broader data
ecosystem, which are discussed in section 4.

3 Country-Level Insights on Risks and How They Materialize

This section presents the reflections by interviewees on two categories of assumed risks: risks that
may impact individuals and groups supported by humanitarian organizations, and risks that may
affect stakeholders’ perceptions of humanitarian organizations, thereby restricting their ability to
operate. Interviews only revealed one concrete example of data sharing with donors resulting in
harm to crisis-affected people. However, they pointed to clear weaknesses related to each risk that
ought to be addressed to prevent harm.

Re-Identification

If not adequately protected, disaggregated data shared with donors could be
manipulated to identify individual data subjects or to gain further insights about them. For example,
such data may make it possible to discover a new characteristic of an individual, or to add more
detail to information about someone’s identity. Donors may also end up holding multiple
disaggregated datasets related to the same crisis-affected population, which can be linked in a way
that reveals new information about individuals or groups.6

Interviewees generally acknowledged that re-identification, especially of
vulnerable individuals, for example victims of human rights abuses or crimes such as trafficking,
could expose them to significant harm. However, they assumed that the risk this would happen
through data shared with donors was minimal, primarily because they felt that the data shared was
aggregated at a high-enough level. This remains an unproven assumption, a data stress test would
be necessary to evaluate the re-identification risk in available data and donor reports.

Violations of the Rights to Privacy and Data Protection

The rights to privacy and data protection of individuals are defined and protected
by laws and regulations. While UN agencies and the International Committee of the Red Cross (ICRC)
enjoy privileges and immunities, most international humanitarian actors considered here are NGOs
and therefore bound by relevant legislation of the country where they operate, as well as data
protection legislation of the country where they are headquartered. If the transfer of data and the
way it is subsequently managed by donors violates applicable legislation, the NGOs in question may
be legally liable since their responsibility for the data continues to apply even after transferral.

6 For more information on this risk see: UN OCHA Centre for Humanitarian Data. “Guidance Note Series Data Responsibility in
Humanitarian Action, Note #1: statistical disclosure control” n.d.



Interview partners mentioned one concrete instance where the right to
privacy of crisis-affected individuals had been violated because humanitarian organizations shared
data with donors. In this case, the family of a woman had to be moved to a different refugee camp in
Bangladesh after a donor agency had revealed sensitive details of her situation, including her
location, on Twitter. This measure was taken because of concern that authorities in Bangladesh may
be able to identify the woman based on the tweet. While this was the only example interviewees
mentioned, there is a related risk that should be looked at in more detail. As noted above,
humanitarian actors regularly share personal data of crisis-affected individuals with Third-Party
Monitors that report to donors. They know little about how these entities process the data, whether
it is immediately destroyed after use, or whether it may be shared with third parties such as host
governments or commercial companies.”

Military and Intelligence Use of Data

A donor involved in an armed conflict or closely allied to a conflict party may use
humanitarian data for intelligence or military purposes. Such data may be used for targeted violence
against individuals or groups of people, or discrimination or stigmatization by government service
providers or businesses. It could also be used to identify the location of services and institutions
critical to the survival of vulnerable individuals and groups, such as health clinics or food
distribution sites, with a view to harming their operations.

Several governments who fund humanitarian assistance also provide
political and military support to governments and other conflict parties in Nigeria and Syria. Some
interviewees therefore expressed concern that the data shared with government donors by
humanitarian organizations may end up also being used for military or intelligence purposes,
whether intentionally or by accident. However, no interviewee mentioned a concrete example of
data shared with government donor agencies being used for military and intelligence purposes, and
therefore resulting in harm for crisis-affected individuals and communities. Interviewees pointed to
the confidential character of the issue, which implies that they would usually not know whether this
happens - or would not be at liberty to disclose it. The fact that humanitarian organizations
generally say they do not know much about what donor agencies do with the data shared with them
leaves some room for speculation on their part. Some interviewees assumed that the government
entities dealing with humanitarian funding would simply not have the power to stop military and
intelligence actors from accessing the data they hold. One specific concern mentioned was that
military and intelligence agencies could obtain, and share with conflict parties on the ground, data
indicating the location of vulnerable individuals and groups or of services and institutions critical to
their survival, such as health clinics or food distribution sites, exposing them to the risk of attacks.
One humanitarian organization reported that because of this risk they avoided sharing GPS data
with donors (and other third parties).

Donor representatives, on the other hand, considered the risk to be limited. Several reported that
their agencies have put in place measures to prevent data shared with them from being used for
unintended purposes, and that if information is shared with security or military entities of their
governments, it never contains data that would permit the identification of vulnerable individuals
or groups. However, several donor representatives did not exclude the possibility of data reaching
military and intelligence agencies through informal channels, for example when humanitarian and
military officials share the same office space. In general though, they assumed that military and

7 The research conducted by the University of Manchester may provide additional information about the data-processing
requirements that donors impose on the Third-Party Monitors they hire.



intelligence agencies had access to their own sources of relevant data and therefore little interest in
data held by donor agencies.

Use of Data for Other Non-Humanitarian Objectives

Governments may use data shared by humanitarians for counter-terrorism
activities, an issue that has sparked some debate, especially when humanitarian organizations
have been asked to screen individuals before they receive assistance. There is also a risk that this
data is used to manage migration flows across borders and along important migration routes, for
example across the Sahel. Finally, there is a risk that commercial companies involved in the data
chain of custody may market the data of crisis-affected people for commercial gain.

Interview partners reflected on two distinct questions to unpack how the
risk of shared data being used for counter-terrorism activities could materialize.

First, donors may request data to screen individuals considered for assistance for possible links with
groups they consider to be terrorist entities. Two humanitarian organizations reported that they
had refused requests from donors to provide data related to individual crisis-affected people to
enable such screening.8 9 One donor representative reported hearing that other donors had asked
humanitarian organizations to provide names of individuals to be assisted to be able to check
whether they are involved in terrorist organizations banned by the donor government. The donor
representatives consulted for this research, however, said that they never request personal data for
this purpose. Several organizations explained that while they do not get requests to screen
individuals considered for assistance, data of staff members of local and national partner
organizations they work with is shared with donors for screening purposes.

The second question is whether the disaggregated data of the type commonly shared with donors
permits the re-identification of individuals, thereby allowing the possibility of them being screened
for possible connections to suspected terrorist entities. The research team hopes that a stress test
of datasets can be conducted at a later stage to provide some insight in this respect.

Regarding migration flows, several humanitarian organizations expressed concern that the data
they provide to donors may be instrumentalized by political forces in donor countries advocating
for a more restrictive approach towards migrants, as it enables assessment of migration flows.
However, none provided a specific example.

The interviews did not produce any concrete example of Third-Party Monitors and auditors
commissioned by donors using data related to vulnerable individuals for commercial purposes.

8 For more insights on screening dynamics (not involving data sharing), see: The New Humanitarian, 5.11.2019, “Aid workers question
USAID counter-terror clause in Nigeria”, https://www.thenewhumanitarian.org/news-feature/2019/11/05/USAID-counter-terror-
Nigeria-Boko-Haram; and Charny, Joel, “Counter-Terrorism and Humanitarian Action: The Perils of Zero Tolerance”,
https://warontherocks.com/2019/03/counter-terrorism-and-humanitarian-action-the-perils-of-zero-tolerance/.

9 Since the 2019 report by The New Humanitarian on USAID’s counter-terror clause in USAID grant contracts for Nigeria was widely
discussed, it is worth pointing out that the clause reproduced in the article specifies that recipients of USAID funding are not
expected to share any individual or personalized data with the US government. See: The New Humanitarian, “Aid workers question
USAID counter-terror clause in Nigeria”.


https://www.thenewhumanitarian.org/news-feature/2019/11/05/USAID-counter-terror-Nigeria-Boko-Haram
https://www.thenewhumanitarian.org/news-feature/2019/11/05/USAID-counter-terror-Nigeria-Boko-Haram
https://warontherocks.com/2019/03/counter-terrorism-and-humanitarian-action-the-perils-of-zero-tolerance/

Perceptions and Reputational Risks

The transfer of data to donors may also damage the reputation of humanitarian
organizations as neutral, independent, and impartial entities. Crisis-affected communities, host
governments, or non-state armed groups may perceive actual or suspected data transfers as a sign
that humanitarian organizations support non-humanitarian goals. As a result, they may decide to
restrict the access of humanitarian organizations to crisis-affected people. In the most extreme
cases, misperceptions around the transfer of data to donors may even result in physical harm to
humanitarian staff.

If a donor government is perceived to be allied to a party in an armed conflict, any transfer of data
may be suspected of being part of an intelligence operation. Even if data were transferred for strictly
humanitarian purposes and all the technical safeguards were observed, the mere suspicion of a link
with intelligence operations could compromise an organization’s reputation. Host governments
may also question the neutrality and independence of humanitarian organizations when they
suspect that a donor has used data shared by humanitarian actors to criticize or pressure the host
government.

In the three contexts studied, interviewees felt that host governments
perceive many humanitarian organizations as acting in the interests of the donor governments that
fund them rather than remaining independent, especially if they work in areas controlled by groups
opposed to the host government. In Syria, several donor governments support anti-government
forces and some have directly intervened in the conflict. Data sharing with donors was not seen as
a decisive factor explaining the tension in what was often described as a difficult relationship with
authorities in the three countries. Interviewees did, however, point to two examples of suspicions
about data sharing contributing to host government mistrust towards humanitarian organizations
and the governments that fund them:

¢ [n two instances, organizations said they had been questioned by host governments as to why
they were sharing data related to their own citizens with foreign governments but not with the
host government.

e One humanitarian organization expressed concern about donor governments using data
provided by humanitarian organizations in confidence to criticize host governments for human
rights violations. Another organization said that even when donors do not mention the source
of their information, host governments may well be able to deduce which humanitarian
organization provided relevant data, thereby raising further doubts about their independence.

Several humanitarian organizations interviewed assume that many affected people in Syria also link
humanitarian organizations with a European and North American political agenda. Again, data
sharing with donors is unlikely to significantly alter these existing critical perceptions. However,
they stressed that if it were widely known that the data of conflict-affected people is shared with
these donors, it would further increase suspicions of the donors and the organizations they fund. In
response, some donors have adopted a zero-branding approach: aid organizations on the ground do
not have to use stickers on cars or billboards outside NGO offices to show which donor funds their
work. Especially in government-controlled areas of Syria, some humanitarian organizations do not
disclose donor governments to national organizations that implement programs on their behalf.
This creates a tension between the need to mitigate perception risk, and the ambition for
transparency regarding the source of funding to secure the informed consent of crisis-affected
people to their data being shared with donors, as is explained in detail below.



4 Factors Complicating Data-Sharing Risks with Donors

The discussion of risk revealed seven factors that either amplify data-sharing risks, or complicate
them.

Power Dynamics Around Data Sharing

The HDTI Wilton Park Dialogue drew attention to power dynamics between humanitarian
organizations and government donors as a potential amplifier of the risks described above.10 It
highlighted the potential risk of humanitarian organizations sharing more data with donors than
required because they believe it will improve their chances of obtaining funding. There are indeed
indications that humanitarian organizations report and share data in a way that they believe will
help them to secure donor support. However, no interviewee mentioned that this leads them to
deliberately collect and share more data than required.

Perceived power relations also play a part in how humanitarian organizations tackle disagreements
with donors over data sharing. Do they feel they can refuse donor requests for data because of
concerns about the risks described above? To an extent, the answer depends on just how important
a specific donor is for a humanitarian organization and on the sensitivity of data requests. Several
NGOs said they had little choice but to comply with donor requests because of concerns that they
may lose their funding. Some even felt that simply to raise questions about why donors wanted
particular data would jeopardize their chances of future support. There was concern that by refusing
to share certain data, organizations would signal to donors that they were not prepared to be held
accountable for their operations and had “something to hide.” Again, the complaint was raised that
humanitarian organizations simply do not know why donors need certain data, and therefore
struggle to assess the potential risks of sharing it. The pressure is particularly felt by staff handling
donor contacts at field level, who may not have the option of referring difficult data requests to
headquarters for decisions.

However, this is only one side of the coin. Humanitarian organizations, including some NGOs, shared
several examples where they refused specific data requests because of concerns about associated
risks or because they did not understand why the donor needed the data. Some organizations have
foregone funding by specific donors because of strings attached - those related to data sharing but
also to donor demands that organizations screen the individuals they plan to assist. Again, the extent
to which an organization depends on a particular donor is important, as is the nature of the data. In
some cases a compromise was found whereby donors agreed to fund an activity while reducing their
initial request for data.

A lot depends on the quality and depth of the relationship between individuals on both sides. This
sense of mutual trust also increases the likelihood of data being shared informally, outside the usual
reporting channels. These informal channels can be beneficial for both sides: humanitarians use
them to seek donor support, for example during disagreements with host governments, while
donors see them as a way to enrich their understanding of humanitarian challenges. However,

10 See Belina, Jonas et al, “Responsible Data Sharing with Donors: Accountability, Transparency and Data Protection in Humanitarian
Action”, Wilton Park 1777V, 2020, https://www.wiltonpark.org.uk/event/responsible-data-sharing-with-donors-accountability-
transparency-and-data-protection-in-principled-humanitarian-action-wp1777/



interviewees pointed to instances of donors using informal contacts with humanitarian staff to push
for data that their organizations were not prepared to share through regular channels. There is a
risk that humanitarian staff unaware of the potential risks may end up sharing data in a way that
breaches their organization’s internal regulations.

The interviews unearthed some details of the power dynamics between Third-Party Monitors
commissioned by donors, on the one hand, and implementing humanitarian organizations on the
other hand. One interviewee suggested that Syrian NGOs may be inclined to comply with any data
request because they feel it may give them an advantage over competitors. This part of the data
chain of custody merits being explored more with the stakeholders directly involved.

Multiple Overlapping Requlatory Frameworks

The HDTI Wilton Park Dialogue also highlighted the lack of a regulatory framework governing the
sharing of group data across the humanitarian sector as a factor that could amplify the risks
discussed above.!! The lack of a regulatory framework does indeed present the risk that potentially
contradictory measures are applied at different stages of the data chain of custody, weakening the
protection of data. Both donors and humanitarian organizations interviewed for this research rely
on their own internal regulations as a basis for managing data of crisis-affected populations:

e All NGO interviewees were aware of data protection legislation in the country where their
organizations were headquartered. Most of them mentioned the European Union’s General
Data Protection Regulation as the legal framework applicable for processing personal data.

e There was limited awareness of the applicability of national laws or regulations for the
processing of personal data in Bangladesh, Nigeria, and Syria. That implies that these
organizations also know little about the legal obligations applying to national NGOs that
collect data from crisis-affected individuals on their behalf. With the volume of global data
flows increasing, countries worldwide have been developing national legislation on data
protection. 12 The lack of awareness on the part of NGOs increases the risk that their
management of data, and that of their local partners, does not fully comply with applicable
law in countries of operation.

o The donor representatives interviewed provided few details of the legal framework their
agencies apply to protect data shared with them by humanitarian organizations. Yet this
information is key.!3 Humanitarian organizations and their local partners need to be fully
informed about the legal framework applied during all stages of the data chain of custody,
including after data has been shared with donors, so they can provide comprehensive
information to crisis-affected individuals about what happens with their data.

Difficulties With Consent

According to the humanitarian organizations consulted, the consent!4 of crisis-affected people
provides an important basis for the processing and sharing of their data. While the specific consent

11 Belina et al., “Responsible Data Sharing with Donors,” p. 4.

12 World Bank. 2021. “World Development Report 2021: Data for Better Lives.” Chapter 6. World Bank, Washington, DC. Accessed via
https://wdr2021.worldbank.org/the-report/#download

13 It may be addressed in more detail in the donor documentation reviewed by the University of Manchester.

14 This report deliberately draws on the notion of “consent” as communicated to us during the interviews to ensure that it reflects as
much as possible interviewees’ understanding of this concept. Note that consent is not the only legal basis for holding personal data.



of data subjects is not necessarily required for their personal data to be used as part of aggregate
datasets or statistics 15, most humanitarian organizations described it as the main justification they
draw on for processing data. Interviewees stressed that they aim for transparency to ensure that
crisis-affected individuals are aware of what will happen with their data and therefore seek consent
of individuals before using their name, photographs or video footage publicly or before sharing it
with donors for their public communication. Some organizations said they would contact individual
data subjects to seek their consent again if their data were to be used for a different purpose to that
originally intended. And two humanitarian organizations mentioned that they ask for the consent of
individual data subjects before sharing their contact details with Third-Party Monitors.

Although clear in theory, it is difficult to ensure in practice that consent is unambiguous, explicit,
free and informed. People affected by crisis that rely on humanitarian aid are unlikely to refuse to
consent to the use of their data if they fear that will leave them ineligible to receive aid. Furthermore,
the organizations collecting the data do not always have all the necessary information to
comprehensively inform data subjects about what will happen with their data after it has been
shared with donors or with Third-Party Monitors commissioned by donors. In Syria, implementing
organizations may not even know which donors fund the activities they are involved in. Keeping the
identity of foreign donor governments confidential may make sense to enhance the acceptance of
humanitarian actors in conflict zones, but it also means crisis-affected people are not fully informed
about what may happen with their data.

Weak Overall Data Security

When data subjects consent to the use of their data they should expect that every entity processing
the data will do its utmost to reduce the risks of accidental leaks and intentional hacking. That
implies that everyone, starting with staff in direct contact with crisis-affected communities, has to
have the know-how and equipment needed to protect their data. No concrete examples were
mentioned of data of crisis-affected people being illegally accessed in transfer between
humanitarian organizations and donors. However, several interviewees expressed concern about
the overall risk of hacking, and doubts about their organization’s ability to protect the data entrusted
to it. Some interviewees remarked that their organizations do not always store and protect data
sufficiently and share it through unsafe channels. One interviewee described data security in their
organization as “pre-historic” while another said that staff members regularly store data related to
crisis-affected people on their personal computers. This also raises the question of the extent to
which the many local organizations involved in the data chain of custody - who often do not get
overhead funding that would allow them to invest in infrastructure - are equipped to prevent
accidental data leaks.

Limited Staff Sensibility About Data Sharing Risks and Related Policies

Many interviewees expressed serious concerns about the risks of accidental data leaks due to a lack
of awareness of the sensitivity of data. Field staff are often not fully aware of data protection policies
and specific agreements on data sharing. Interviewees pointed to instances where details of
individual protection cases had been discussed in meetings with many organizations present, and
suspected that this lack of awareness would also lead to sensitive data being shared with donors. In

A more comprehensive discussion of consent can be found in Kuner, Christopher and Marelli, Massimo, eds., Handbook on Data
Protection in Humanitarian Action, Second Edition, Geneva: ICRC, 2020, pp. 58

15 Kuner, Christopher and Marelli, Massimo, eds., Handbook on Data Protection in Humanitarian Action, p. 71



one example, field-based staff of an NGO shared personal data of individuals with a UN agency acting
as a donor despite an agreement at HQ level that this would not happen.

The Central Role of Host Governments

Host governments are not part of the data chain of custody between humanitarian organizations
and donors examined here, but they were frequently mentioned as the primary risk factor.
Authorities in the countries concerned are exerting increasing pressure on humanitarian
organizations to share data of crisis-affected people. To what extent they have already managed to
obtain it remains unclear. However, in some countries, commercial companies supporting
humanitarian operations, such as cash or e-voucher distributions, are legally obliged to share data
of assisted individuals with host governments. And while no examples were provided of host
governments obtaining data through hacking, it was raised as a potential risk - especially in Syria,
where some organizations avoid sending data through channels that they believe may be at risk of
government interference.

The risk of host governments obtaining data and potentially using it for non-humanitarian purposes
was reported as a major source of concern for crisis-affected people in the three countries studied.
Organizations active in Syria report that many men who have left government-controlled areas to
avoid military conscription are worried that their data will end up with the government. Authorities
in Bangladesh reportedly used data of assisted refugees that was accidentally shared with them to
select Rohingya refugees to be resettled on Bhasan Char island. In Nigeria, there are concerns that
the data of children released after their abduction by non-state armed groups may end up with these
groups or with the authorities, thereby exposing them to scrutiny against their will. Organizations
and donors also mentioned instances where authorities pressured national staff members to share
data related to vulnerable individuals. No concrete examples were mentioned of data shared with
donor governments making its way to host governments. However, given that interviewees voiced
such strong concerns about host governments, it is important that humanitarian organizations and
donor governments put special safeguards in place towards them, especially in countries where
governments are parties to armed conflict.

UN Agencies as Donors

Government donors are not the only significant source of funding for international NGOs in the three
countries studied. Several NGOs interviewed mentioned that UN agencies are both operational
partners and important donors for them. In the former role, NGOs occasionally give these UN
agencies access to personal data of individual beneficiaries, including details of individuals
considered to be particularly vulnerable. This is the type of data generally not shared with
government donors.

NGO observations regarding the role of UN agencies as donors to an extent mirror those related to
government donors. There were some complaints that UN agencies use their power as a source of
needed funding to exert pressure on their NGO partners to share data. Several interviewees
expressed concern that because of the UN’s perceived proximity to host governments, UN agencies
may be more prepared to share data with them. This report did not set out to examine potential
risks of data sharing with UN agencies or any other international organizations acting as donors.
However, the fact that many humanitarian interviewees chose to discuss the issue without being
prompted to do so indicates that it merits further attention.



5  (Conclusion and Recommendations

In the 45 interviews conducted for this research, we found few concrete examples that the sharing
of data with donors has exposed crisis-affected individuals and communities to harm or, on its own,
impeded the ability of humanitarian organizations to access people in need in the three contexts
studied. However, especially in view of the limited scope of the research, there is no room for
complacency. Many interviewees pointed out possible risks in other areas of the complex data
ecosystem that were not considered in detail by this research. Furthermore, the volume of data
shared is steadily increasing. Many humanitarian organizations and donors plan to make more use
of the data of crisis-affected people to optimize operations. Meanwhile, other actors also see benefits
in getting hold of the data at stake here. Host governments may consider it a strategic asset in
political or military conflicts. And private companies involved in humanitarian aid activities may
well be interested in exploiting the potential commercial benefits of the data they handle. In light of
these developments, humanitarian organizations and government donors should not wait for
further proof of harm to individuals before taking action. It is incumbent on humanitarian
organizations to mitigate existing risks whenever they process the data of crisis-affected people, and
to anticipate and prevent future risks from materializing. To be able to do so, they will need to work
with the donors that support them. As a first step, they should cooperate to conduct a stress test of
the risk of the re-identification of individual data subjects from disaggregated datasets and reports.

The issues that currently complicate the sharing of data between humanitarian organizations and
donors do not appear to be insurmountable. Mutual trust and transparency are key. More
information is needed to ensure that humanitarian organizations understand why donors require
certain data, what type of data they need, how they process it, and whether and how they share it
with other government agencies. They also require more details of how Third-Party Monitors
working for donors handle the data entrusted to them. Donors and humanitarian organizations need
to ensure that informal data exchanges between their staff do not result in additional risks for data
subjects.

The research also shows that humanitarian organizations involved in the data chain of custody face
different challenges: there are differences in legal status and hence obligations under data
protection legislation; different levels of maturity of data processing and data sharing; different
abilities to withstand donor pressure to provide data; and different levels of resilience when faced
by host government pressure to release data. To effectively address the risks identified during the
HDTI Wilton Park Dialogue means identifying and supporting the weakest links in the data chain of
custody. Arguably, the humanitarian organizations participating in the Dialogue were among those
best equipped to handle the risks. However, the picture is not complete unless the Dialogue also
considers the specific challenges facing local organizations collecting the data of crisis-affected
communities.



Recommendations

The recommendations below are to an extent derived from best practices mentioned by individual
organizations and donors, meaning some of them are already being implemented. They will
eventually have to be harmonized with the recommendations derived from the parallel research
looking at donors to ensure that the requirements and ideas of both humanitarian organizations and
donors are adequately reflected:

1.

Any principles applicable to government donors agreed by the HDTI Wilton Park Dialogue
should also apply to UN agencies or other international organizations when they act as
donors to implementing partners unless the data shared with them is required to allow them
to directly deliver assistance to crisis-affected people.

Humanitarian organizations and donors should provide maximum clarity to crisis-
affected individuals and communities about what will happen with their data. Data
subjects are entitled to be told who will have access to their data and how it will be protected.
This requires both sides to be transparent about why they need certain types of data and how
they will process and protect it. The acid test is whether the organizations in touch with
vulnerable people are able to give them assurances about what will definitely NOT happen
with their data. Data subjects should be given the possibility to exercise their right to object
to specific uses of their data or to withdraw their consent to it being used.

In situations of armed conflict or other crises presenting significant protection concerns,
there should be a default agreement that no data allowing the identification of crisis-
affected individuals or of specific groups exposed to a risk of persecution is shared
with donors. Any exceptions should be regulated through a specific agreement between
humanitarian organizations and donors that details for what specific purpose such data
needs to be shared.

Any sharing of personal data with Third-Party Monitors commissioned by donors
needs to be based on an agreement that stipulates why data is shared and how it will be
processed up to the point of destruction once it has served its purpose. Donors should
commit to not obtaining personal data of individuals from Third-Party Monitors. Donors need
to inform the humanitarian organizations they fund about what data is shared with Third-
Party Monitors.

Any agreement on data sharing needs to be based on an explicit analysis of relevant
applicable legal frameworks. Where the legal obligations of different actors in the data
chain of custody differ, this needs to be acknowledged and addressed. In particular, local
organizations involved in data collection should receive the necessary support to avoid
ending up in situations where they contravene national data protection legislation to fulfil
their obligations to partners.

Donors and humanitarian organizations should prioritize the general issue of processing
the data of crisis-affected people and the specific risks associated with sharing data along
the chain of custody described in this report. These questions should be covered in audits
commissioned by donors so that risks can be identified and mitigated. This may require
additional funding.

Humanitarian organizations must ensure that agreements with donors about data
sharing are known to their own staff and to implementing organizations involved in
the data chain of custody. They should provide implementing organizations with the know-
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10.

how and means needed to apply the agreement on the ground. Donors should be prepared to
fund these efforts.

Humanitarian organizations should consider reassigning the final responsibility for
decisions on sharing data with donors to a single official or team in order to maintain a
consistent approach to managing risks and to promote organization-wide learning.

Humanitarian organizations and donors should develop a joint approach to host
governments and other relevant parties in situations of armed conflict or in crises
presenting significant protection concerns, to agree on clear rules that avoid the data of
crisis-affected populations being used for non-humanitarian purposes.

Further research should be conducted into other risks related to the data chain of
custody in particular and the data ecosystem as a whole that were beyond the scope of this
assignment. However, we believe that even without further research this report provides
sufficient grounds for initiating some of the actions foreseen in recommendations 1. to 9.



Annex 1: Definitions

This report used the definitions of key terms elaborated by the HDTI Wilton Park Dialogue in 2020:16

Anonymisation is defined as encompassing techniques that can be used to ensure that datasets
containing Personal Data are fully and irreversibly anonymised so that they do not relate to an
identified or identifiable natural person, or that the Data Subject is not or no longer identifiable.

Demographically Identifiable Information (DII) as well referred to as Group Data: Data points
that enable the identification, classification, and tracking of individuals, groups, or multiple groups of
individuals by demographically defining factors. These may include ethnicity, gender, age, occupation,
and religion. This may also be referred to as Community Identifiable Information that specifically
identifies certain groups or communities. [Source: OCHA Centre for Humanitarian Data Glossary:
https://centre.humdata.org/glossary/]

Personal Data means any information relating to an identified or identifiable natural person. This
covers personally identifiable information (PII) but it is not limited to it. Non-PII, such as cookies, may
also be considered personal data since the traces it leaves, in particular when combined with unique
identifiers and other information received by the servers, may be used to create profiles of the
individuals and identify them.

Personally Identifiable Information (PII), also called “direct identifiers”, are variables that reveal
directly and unambiguously the identity of a respondent, (e.g. names, social identity numbers). [Source:
OCHA Centre for Humanitarian Data Glossary: https://centre.humdata.org/glossary/]

Re-identification describes the process of turning allegedly anonymised data back into Personal Data
through the use of data matching or similar techniques. If the risk of re-identification is deemed to be
reasonably likely, the information should be considered to be Personal Data and subject to all the Data
Protection principles. It can be very difficult to assess the risk of re-identification with absolute
certainty.

Sensitive data is data that, if disclosed or accessed without proper authorisation, is likely to cause
harm to any person, including the source of the data or other identifiable persons or groups, or a
negative impact on an organisation’s capacity to carry out its activities or on public perceptions of that
organisation. [Source: OCHA Data Responsibility Guidelines: https://centre.humdata.org/wp-
content/uploads/2019/03/0CHA-DR-Guidelines-working-draft-032019.pdf]

16 For the comprehensive glossary (including the ones not used in this report, see Belina, Jonas et al.,, “Responsible Data Sharing with
Donors: Accountability, Transparency and Data Protection in Humanitarian Action”, Wilton Park 1777V, 2020, pp. 8-9.
https://www.wiltonpark.org.uk/event/responsible-data-sharing-with-donors-accountability-transparency-and-data-protection-in-
principled-humanitarian-action-wp1777/
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